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Abstract—The Internet of Things (IoT) is a very new technol-
ogy that promises to revolutionize modern networks and com-
mercial/industrial/military operations. To date, there has been
no serious and in-depth effort to secure the hardware and data
associated with IoT nodes. One of the primary methods of data
protection is encryption. Recent advances in encryption include
the advent of polymorphic encryption methods that promise
protection in both classical and the post-quantum environments
(PQE) that can keep IoT data safe. In this paper, we describe
hardware implementation of a novel lightweight encryption
system with an area estimation of 1893 Gate Equivalent, based
on CipherLoc polymorphic encryption for the constrained IoT
equipment.

I. INTRODUCTION

In an effort to ease human life, numerous Internet of Things
(IoT) devices are being connected every day. IoT is a network
of interconnected computing devices, mechanical and digital
machines, objects, animals or people, which are provided with
unique identifiers and the ability to transfer data over a network
and among themselves without requiring human-to-human or
human-to-computer interaction [1]. Unfortunately, privacy and
security of information or data shared by these devices are
often ignored by both the manufacturers and the consumers.
As a result, hackers take advantage of these unsecured devices
through different attacks. [2].

Encryption is one of the most important means of data
protection [3]. To secure the hardware and data associated
with these constrained IoT devices, we propose hardware im-
plementation of a novel lightweight encryption system based
on CipherLoc polymorphic encryption [4]. The debate about
hardware implementation vs. software implementation of cryp-
tographic systems is endless [5]. Both approaches have their
own advantages and trade offs. Implementations of software
cryptographic systems are cost-effective and more flexible. On
the other hand, hardware implementations of cryptographic

systems are much faster in operation and once built, they can-
not be tampered with easily. The uncontrolled memory access
and the vulnerabilities imposed by the operating systems are
a few of the reasons why Software cryptographic systems
provide much lower level of security than their hardware
equivalents [6]. We implemented our design in hardware to
have stronger security and better performance. The hardware
implementation of novel polymorphic encryption system is
designed in a manner which is not only more secure but also
area efficient.

Considerable research have been done on AES (Advanced
Encryption Standard) [7], which has been considered to be
relatively safe for a long time. For hardware implementation,
generally the required Gate Equivalent size for a lightweight
block cipher is less than 2000 [8] gates. AES designs are
not lightweight. An area efficient AES requires area of about
3400 Gate Equivalents [8]. Even though a lightweight AES can
be a candidate for securing the constrained IoT devices [9],
8-bit lightweight AES has significantly slower performance
in constrained devices than it has in other powerful devices
[8]. Apart from resource and performance constraints, AES
or any other block cipher is vulnerable to frequency analysis,
when they are used for encrypting long files [10][11]. Blocks
of information are encrypted thousands of times with the
same key, which is a weakness. To minimize the effects
of frequency analysis, modes such as CBC (Cipher Block
Chaining) [7] were introduced. CBC methods try to make
the blocks secure by attempting to randomize the cipher text
by an XOR function. Additional modes mean the addition of
circuitry, which is not desirable from lightweight perspective.
There are methods which can find patterns by analyzing the
information bleeding through these blocks with CBC mode
[12]. Side channel attacks [13][14] and exposure to some level
of collisions can also make AES weak [15] and ineffective for



Fig. 1. Security Architecture of IoT

securing constrained and sensitive IoT devices. In our work we
will show lightweight polymorphic encryption technology is
an attractive alternative for constrained devices.

The Internet of Things (IoT) consists of several inter-
connected devices that continuously share information and
data among each other. It is challenging to provide security
for the hardware and data associated with these devices,
because of relatively limited capabilities and resources. Our
proposed lightweight polymorphic encryption system can be
included inside the device from the manufacturing stage. In
this paper, we describe the hardware implementation of the
chosen Pseudo Random Number Generator (PRNG) and also
the overall architecture of the proposed lightweight polymor-
phic encryption. From our design we could achieve an area
estimation of total 1893 Gate Equivalent, which includes the
PRNG and the proposed lightweight polymorphic encryption
system.

The structure of this paper begins with an explanation of
Internet of Things and the security layers of IoT network, to
have a better understanding of the area of focus for our work.
We then describe the polymorphic encryption scheme. Finally
we discuss our design and results in two different subsections.
We conclude our paper with future direction of our research
and discussion.

II. INTERNET OF THINGS

The term ”IoT” was first coined by Kevin Ashton in 1999
[16], explaining that Radio-frequency identification (RFID) is
the key ingredient of Internet of Things. According to Statista
2019 [17], by 2030 the number of connected devices globally,
will grow to almost 50 billion, about 6 connected devices per
person. Before we investigate more on the current scope for
security of IoT devices, it is important to take a look at the
security architecture of IoT (see Fig.1).

A. Security Architecture of Internet of Things

1) Application Layer: The Application layer has two levels.
In level one, the applications make real use of the physical
devices data by reporting, analyzing and controlling. In next
level collaboration and process take place. The level of security
for this layer depends on the application itself. For medical
devices or a smart lock high levels of security are needed,
because they deal with very sensitive data. But security

requirement for a smart bulb can be correspondingly less,
because data associated with a smart bulb is not as sensitive
as data associated with a medical device [18][19].

2) Support Layer: The Support layer includes two levels.
The first one is the data accumulation level, which includes
ingestion, streaming and storage of data. The next one is
data analysis level, which includes data aggregation, data
reporting, machine learning and data mining. With the increase
of the number of IoT devices, the amount of data generation
continues to increase. It is predicted that by 2025 Global Data
Generation will hit 175 ZB (Zettabyte), which is 4.4 times
more than current Global Data Generation [20]. Storage sys-
tems of this size require protection. Identifying the ownership
of the data and also knowing when data loses its value are
very important.

3) Network Layer: The Network layer has two levels.
The first is the connectivity level, which includes different
communication protocols, edge computing and data processing
units [21]. The next level is the cloud computing level. Data
transmission of the Network Layer depends on the nature
of wireless network or mobile communication protocols. The
available power in this layer is not constrained, so strong
encryption between client and servers can be established.

4) Perceptual Layer: The end devices of the IoT network
in the perceptual layer are typically very resource constrained
in terms of area, storage capacity and computing power. As
a result, it is difficult to integrate a complicated or heavy-
weight security system for these devices. Denial of service,
eavesdropping, data manipulation are common attacks on IoT
devices. Authentication and lightweight encryption are two of
the most important measures that can be taken to protect these
end-nodes [18][19][22].

Our proposed design will focus on the Perceptual layer.
Security of the data associated with the end devices with
limited resources is our target problem.

III. POLYMORPHIC ENCRYPTION

With increasingly powerful and effective attacks against
current standard cryptographic systems, the cryptographic en-
vironment is changing. Because of the volume of IoT devices
with no or weak security systems, it is a crucial time to
consider a versatile solution. Generally, an encryption system
has one algorithm every time it is used and one key for
the entire encryption session. The definition of Polymorphic
Encryption says, that the algorithm and the key should change
every time it is used [23]. Today’s cryptographic research and
industry is evolving to make its way towards Post Quantum
Environment (PQE) and polymorphic encryption system is a
promising candidate for the PQE [4].

A. Polymorphic Encryption Technology

The concept of “shards” is a collection of a small part of
a whole. This concept is used to the method of Polymorphic
Encryption in this work (see Fig.2)[4]. Shards are continuous
portions of small streams of messages, formed from a larger
message. Each shard has its own information content and



Fig. 2. Polymorphic Encryption: The Shard Concept [4]

Fig. 3. Time Domain Multiplexing: Cipher-Key Pairs [4]

own unique entropy [4][24][25]. For any shard, the entropy
associated with that shard has its “local unicity distance”. In
cryptography, unicity distance is the length of the original
ciphertext needed to break the cipher by reducing the number
of possible spurious keys to zero [26]. Inputs when applied to
property sets allow us to rule out a certain subset of keys. From
the remaining keys, there is only one correct key, the rest of
which are known as spurious keys. If the local unicity distance
is greater than the size of the shard, there is insufficient
redundancy in that portion of the message to attack [24][27].
Shards can have different lengths and lengths can vary within
the same message (see Fig.3) [28].

B. Properties of the Shard Concept

Sharding splits up a single message into multiple segments
and keeps the length of the shards less than the unicity
distance. Every segment or shard has a unique key and a
different cipher algorithm, which creates a series of encryption
problems, which must be solved independently to decrypt the
whole message. This method can run in a parallel fashion,
which helps to reduce latency and accelerate the encryp-
tion process. With improvement in technology, the security
provided by this versatile and scalable method will improve
[4][28]. If there are S shards and |K| is the number of keys,
the total key space would be |K|S keys (Eq.1) [27].

|K| =
S∏

i=1

|Ki| (1)

As a result, the resulting key space becomes computationally
infeasible for brute force attacks. This scheme also speeds
up the processing and the process treats each shard as a

different message. The repetition of any cipher or key is
purely random for a shard. The ciphers and keys can change
either simultaneously or independently (see Fig.3) [28]. Every
change in each cipher or key, is one time slot and these time
slots don’t have to be of exact size. As a result, we get multiple
shards with different lengths, which carry too little information
for a successful attack. In the case of brute force, the correct
message is only one small part of the whole actual message
[28].

The Venona attack [29] is a common attack for the ciphers
which change keys. In this case the key to the attack is to
focus on the random method of selecting keys and ciphers
for encryption. But in polymorphic encryption system, the
shards change so often that there is not a sufficient corpus that
accumulates for a successful attack. The Tempest attack, a side
channel attack, attacks the randomized sequence, timing and
power of the hardware [13][30]. These attacks are not success-
ful against shards, because polymorphic encryption processes
multiple blocks simultaneously. As a consequence, processing
multiple threads (q1...qn) results in the observed value (v)
(Eq.2). For each value measured for side channel attacks, there
are sets of possible combinations of random length data block,
keys and ciphers, such that the encryption(E) of a block with
a cipher(c) and a key(k) generated the observed value (Eq.3)
[28].

v =

n∑
i=1

qi (2)

∃{block, keys, ciphers}|Ec,k(block) = v (3)

To perform a meaningful attack, the attacker needs to know
how many blocks are processing simultaneously or how many
threads are being used in encryption at that moment. Therefore
this system gives natural resistance to these side channel
attacks [13].

IV. PROPOSED DESIGN

Keeping the advantages of Polymorphic Encryption over
block ciphers including AES in mind, we propose to
create a practical installation of Lightweight Polymorphic
Encryption that resides on a typical small IoT device
[10][11][12][13][14][15]. We divide our proposed design in
two subsections. The Pseudo Random Number Generator
(PRNG) and the Proposed Lightweight Polymorphic Encryp-
tion System.

A. Pseudo Random Number Generator

Randomness is a common, but important concept used
in cryptography [31]. The idea is to generate uniformly
distributed numbers. Unpredictability, lack of bias, bit inde-
pendence, non-repeating behavior and long cycle length are
necessary qualities of a strong PRNG [32]. Although a true
randomness is desirable there is no way to achieve it computa-
tionally that can be followed for decryption without sharing the
entire sequence. We designed a PRNG to have deterministic
random numbers from the decryption side. Before we designed
our PRNG, the design requirements we had in our mind were,



Fig. 4. 22-bit Linear Feedback Shift Register

the characteristics of a strong PRNG, easy to implement in
Hardware and lightweight properties. In this work, we have
considered a hybrid design consisting of a Linear Feedback
Shift Register (LFSR) and Cellular Automata- Rule 30 (CA-
30) (see Fig.5). We chose this hybrid design to increase the
cycle length, without spending a lot of hardware.

An LFSR is a linear recurrent PRNG. It uses a sequence
of Flip-Flops (FFs) as shift registers and generates one bit
per iteration. The FFs are connected with their neighbors. In
each iteration the binary value shifts once and the last register
produces the output. A feedback loop is designed, which is
determined by a characteristics polynomial [31]. The feedback
is XORed (bitwise binary exclusive OR function) with each
other and also with the first bit, this is called tapping. In our
design we used a 22-bit LFSR with a feedback polynomial
x22 + x19 + x18 + x17 + 1 [33], which means the taps are
at the 22nd, 19th, 18th and 17th bits (see Fig.4). The 16-bits
were selected from 22-bits, to have more unbiased outputs.

Cellular Automata (CA) is a discrete model, which was
proposed as formal models of self reproducing robots. A basic
one dimensional CA PRNG will produce random outputs with
an internal state machine, which can be a Boolean function
rule [31]. In this design we have incorporated CA Rule 30
with LFSR to increase the cycle length of the PRNG. From
Fig.5, the truth table of Rule 30 implies, three consecutive bits
at time, T and the new state of the center bit at time, T+1. The
state of center bits or cells is (00011110)b in binary, which is
(30)d in decimal and hence the name [34]. We chose a 30-bit
CA-30 and 16-bits were selected from 30 bits, to have more
unbiased outputs.

The outputs from LFSR and CA-30 are then XORed to
create the final random number generation. The reason we
chose this hybrid design is to increase the cycle length without
spending a lot of hardware. The hybrid design increased
the cycle length dramatically to 252 − 1. We designed in
Verilog register transfer language (RTL) and simulated our
design in Modelsim and ran statistical tests on the output.
Fig.6 shows the distribution of the generated random numbers.
The generator generates very uniformly distributed random
numbers. Most of the numbers are close to the average. This
proves unpredictability and lack of bias properties of a strong
random number generator. 500K random numbers from the
generator were tested using Dieharder testing suite [35] and
passed 10 statistical tests including Birthdays Test, 32x32
Binary Rank Test and Count the 1s Test (See Fig.7). We
also synthesized our design with Synopsys Design Vision
synthesis suite to achieve an area estimation. The estimated

Fig. 5. Proposed Pseudo Random Number Generator: A hybrid between
LFSR and CA-30

Fig. 6. Relative frequency of generated random numbers versus the average
uniform distribution

Fig. 7. Results of 10 statistical tests from Dieharder: Random Number
Generator testing suit

area Gate Equivalent of the proposed PRNG is 1129 with
45nm technology (Fig.8).

B. Proposed Lightweight Polymorphic Encryption System

Our proposed lightweight polymorphic encryption system
works with 128-bit cipher block and 80-bit input key. We have
considered two different blocks as polymorphic algorithms.
The first is XOR and permutation and the second is XOR
and substitution. While the polymorphic technology gets rid of
the redundancy of an encrypted message, by choosing simple



Fig. 8. Hybrid Random Number Generator LFSRCA30: Schematic Diagram
synthesized by Synopsys Design Vision synthesis suite

blocks like permutation and substitution, our design gives us
the desired lightweight property. 80-bit key gets divided into
4 parts and each 20-bit gets used for two shards with two
different encryption blocks. We get two different overlapping
keys from one key, total eight keys (see Fig.10). For sharding
there are three conditions applied. As we are designing in a
constrained environment, we impose the following constraints
for the system.

Condition One: Divide 128-bit block into eight shards: 128-
bit input data gets divided into eight random length shards.
Once we load the key and divide it into four parts, from those
four parts we achieve total eight overlapping keys. The input
data gets divided into eight random length shards, so that each
shard has a unique key from available eight keys.

Condition Two: Shard lengths have an upper limit boundary
of 20-bits, which means less than or equal to 19-bits. As the
shard size is less than 20-bits, choosing two keys from 20-bit
key, gives us enough flexibility (see Fig.10).

Condition Three: Start sharding with an odd bit (see Fig.9).
Strategically, we have started with odd number of bits, as the
length of a shard. This gives us an advantage of breaking
one single letter and encrypt the message more strongly. As
an example, ”TO” in hexadecimal is ”544f” and in 16-bit
binary it is ””0101010001001111”. If we can ”shard” at 15th
bit, then we can make sure two consecutive letters are not
predictable in any way. Once we start with an odd sharding,
after that we can continue with random even length sharding
(see Fig.10). This way it will always land on an odd bit and
the design can break the byte boundary limit, which eventually
break the letter and will provide the encryption system more
entropy [25]. After experiments we have calculated that there
are 128 possible ways of sharding which will fulfill all three
conditions. If we didn’t have a constrained environment, we
could have more number of possible ways of sharding.

As encryption blocks, we have chosen very simple per-
mutation, P and substitution, S blocks (see Fig.11), which
results in cost effective area estimation. From Fig.11, we
can see that our design doesn’t require multiple rounds for
a complete encryption. This polymorphic method is achieving
more entropy [25] through the random length sharding and
keys; ergo, this design achieves good performance.

We designed proposed LPE in Verilog register transfer lan-

Fig. 9. Example Condition 3: Start sharding with an odd bit

Fig. 10. Proposed Lightweight Polymorphic Encryption System : Sharding
and Key Distribution

guage (RTL) and simulated our design in Modelsim (Fig.12)
and synthesized with Synopsys Design Vision synthesis suite
to achieve an area (Fig.13). The estimated area Gate Equivalent
of the proposed lightweight polymorphic encryption system
is 764. Including the PRNG our complete design’s area
estimation is 1893 Gate Equivalent, which is less than the
2000 Gate Equivalent threshold [8].

V. CONCLUSION AND FUTURE WORK

In our research, we proposed hardware implementation of
a novel lightweight polymorphic encryption system based on
CipherLoc polymorphic encryption. For the end devices of
the IoT network, which are generally constrained in nature,
heavyweight security systems are not desirable. Hence, our
goal is to achieve the optimal security solution for these

Fig. 11. Proposed Lightweight Polymorphic Encryption System : Encryption
Flow



Fig. 12. Modelsim Simulation Output of Proposed Encryption System

Fig. 13. Proposed Lightweight PE System: Schematic Diagram synthesized
by Synopsys Design Vision synthesis suite

constrained devices, so that, the cost of breaking the system
is higher than the information retrieved from these devices
by the hacker. Hardware implementation of a cryptographic
system ensures better performance and stronger security than
the equivalent software implementation. Also, polymorphic
encryption gives a natural resistance to the most common
attacks. We were able to achieve area efficiency by keeping the
Gate Equivalent of our lightweight design of the PRNG and
the encryption block to 1893, which is considerably lower than
the 2000 Gate Equivalent threshold. Our novel design includes
a pseudo random number generator and a polymorphic encryp-
tion system within the 1893 Gate Equivalent, which gives us
stronger security in a lightweight manner.

For our future work, we will perform a more comprehensive
security analysis on our design and exhibit how the increased
capabilities of IoT devices can protect the important data
created and stored on such devices. We are living in a world
where data or information is the most valuable asset, yet the
most vulnerable. With our work, we aim at making this world
of vulnerable data more secure.
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